AI policy template
How to use this template. Fill in everything highlighted in [square brackets], delete this note, and issue page 1 to everyone with your approved AI tool. Page 2 is the traffic-light card. Page 3 is the annex outline for the people who run the policy. Keep page 1 to one side: each paragraph you add reduces the chance it is read.
How we use AI at [Company]
Why. We want everyone to use AI where it helps, safely. This page tells you what you can do without asking, what to check first, and what not to do. It applies to everyone, including directors, contractors and temporary staff.
Use our tools, on our accounts. For work, use only the tools in our approved list, signed in with your work account: [for example, the company Claude or Copilot workspace]. Do not use personal AI accounts, free tools or browser extensions for company or client information. If you need a tool that is not on the list, ask [owner]; we will look at it within [five working days].
Know what you are putting in. Public information and your own general work can go into approved tools. Confidential company information and clients' information can go into approved tools only. Personal data about customers, colleagues or anyone else can go in only for the uses marked green or amber on the card, and never special-category data (health, ethnicity, religion, sexuality, criminal records, biometrics) without written approval. Passwords, keys and security details never go in.
Check before you use. AI makes things up and sounds sure when it does. You are responsible for anything you send, publish, decide or commit in code, whoever drafted it. Check facts, figures, names, citations and code before they leave you.
Say when it matters. Tell people when they are dealing with an AI rather than a person, and label AI-generated images, audio and video. If a client contract or a publisher's rules require you to disclose AI use, do so.
Decisions about people. AI can help you prepare a decision about a person (hiring, performance, pay, credit, a complaint), but a person makes it, understands why, and can explain it. Using AI in these decisions needs [owner]'s approval first.
Automations and agents. Do not connect AI to email, systems, payments or customer accounts so that it can act on its own without approval from [owner].
What we can see. Your conversations in our AI workspace are company records. We keep them for [period] and may search or produce them for security, legal or regulatory reasons, to answer a request someone makes about their own data, or to investigate a specific concern. We do not read them to monitor your productivity.
If something goes wrong. If you pasted something you should not have, or an AI output caused a problem, tell [contact] the same day. Reporting a mistake quickly is never a disciplinary matter in itself.
Owner and review. [Name, role] owns this policy. We review it every [six] months and whenever our tools change. Version [1.0], issued [date].


The traffic-light card
Green: go ahead with an approved tool. Amber: go ahead once the condition is met. Red: not with these tools. Add the three uses most specific to [Company] and delete any that do not apply.
	Use
	Light
	Condition

	Drafting, rewording, summarising your own or public material
	Green
	Approved tool; check before sending

	Research on public information
	Green
	Check facts and sources before relying on them

	Internal documents with confidential company information
	Green
	Approved tool on a business account only

	Client documents and correspondence
	Green
	Approved tool only; not if the client contract forbids it

	Writing and reviewing code in company repositories
	Green
	Approved coding tool; human review before merge; no secrets in prompts

	Customer personal data, for example summarising a complaint
	Amber
	Approved tool; minimum data needed; covered by our privacy notice

	Content published under the company's name
	Amber
	Named human reviewer; disclose where required

	Customer-facing chat or email sent without a person reading it first
	Amber
	Owner approval, disclosure to customers, a route to a person

	Anything that informs a decision about a person
	Amber
	Owner approval and an impact assessment first

	Connecting AI to systems so it can act (send, buy, change, delete)
	Amber
	Owner approval; limits and logging

	Special-category personal data
	Red
	Unless a specific use has written approval

	Any company or client information in a personal or unapproved tool
	Red
	Always

	Passwords, API keys, security configurations
	Red
	Always

	Content that imitates a real person, brand or document
	Red
	Always

	[Your use]
	[Light]
	[Condition]

	[Your use]
	[Light]
	[Condition]

	[Your use]
	[Light]
	[Condition]




Annex: for the people who run the policy
Not for general reading. It can be as long as it needs to be.
Approved tools register
For each tool: the account type, the contract and data terms (including no-training terms), who administers it, and which data classes it is approved for. [Table]
Data classification
How public, internal, confidential, personal and special category on the card map to the categories in [our information security policy].
Roles
Policy owner: [name]. Approves amber uses: [name]. Handles requests for new tools: [name]. Receives incident reports: [name].
Exceptions process
How an amber request is made, what information it needs, and the target time for an answer: [five working days].
Linked policies
Information security, data protection, acceptable use, social media, records retention, disciplinary. [Links]
Training record
Who has been briefed, when, and on which version of this policy. Repeat the briefing when the tools change, and at least once a year. [Link to record]
AI policy template from Enceladus AI (enceladus.ai), adapted from GOVERN by Dr Paul M. Gibson. A starting point, not legal advice.




